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Introduction 
 

We have completed an implementation review of the management actions taken in response 
to the recommendations contained in our November 2020 audit report, GSA’s Mismanagement 
of Contract Employee Access Cards Places GSA Personnel, Federal Property, and Data at Risk, 
Report Number A190085/A/6/F21001. 
 

Objective 
 

The objective of our review was to determine whether GSA has taken the corrective actions as 
outlined in the corrective action plan for GSA’s Mismanagement of Contract Employee Access 
Cards Places GSA Personnel, Federal Property, and Data at Risk, Report Number 

A190085/A/6/F21001, November 4, 2020 (see Appendix A). To accomplish our objective, we: 
 

• Reviewed the audit report, GSA’s Mismanagement of Contract Employee Access Cards 
Places GSA Personnel, Federal Property, and Data at Risk, Report Number 

A190085/A/6/F21001; 

• Examined documentation submitted by GSA to support completion of the corrective 
action plan steps; and 

• Interviewed GSA officials. 
 

Background 
 

The 2004 Homeland Security Presidential Directive 12, Policy for a Common Identification 
Standard for Federal Employees and Contractors, mandated the development and 
implementation of a government-wide standard for secure and reliable forms of identification 
for federal and contract employees. The directive created a federal standard for identification 
based on specific criteria for verifying an employee’s identity that is resistant to identity fraud, 
tampering, counterfeiting, and terrorist exploitation. 
 

On February 25, 2005, the U.S. Department of Commerce’s National Institute of Standards and 
Technology published the Federal Information Processing Standards Publication 201, Personal 
Identity Verification (PIV) of Federal Employees and Contractors (FIPS 201). FIPS 201-2 (second 
version of FIPS 201, issued in August 2013) sets standards for implementing identity credentials 
stored on PIV cards for federal and contract employees. 

 
FIPS 201-2 defines agency requirements for the issuance, maintenance, and termination of PIV 
cards. It also requires agencies to complete a background investigation prior to issuing a PIV 
card. In addition, FIPS 201-2 standards establish when a cardholder is no longer eligible to 
possess a PIV card, including upon: (1) completion of contractual obligations; (2) cancellation of 
contract; (3) termination of employment; or (4) a failed background check. When a cardholder 
is no longer eligible for a PIV card, FIPS 201-2 requires agencies to collect and disable the PIV 
card.  
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On November 4, 2020, we issued an audit report, GSA’s Mismanagement of Contract Employee 
Access Cards Places GSA Personnel, Federal Property, and Data at Risk, to GSA. The objective of 
the audit was to determine if GSA properly accounts for PIV cards issued to contract employees 
in accordance with federal regulation, policy, and guidance. 
 
Our audit found that GSA’s mismanagement of contract employee PIV cards placed GSA 
personnel, federal property, and data at risk. 
 
To address the finding identified in our report, we recommended that the GSA Deputy 
Administrator: 
 

1. Continue to take action to account for and collect the PIV cards identified in our audit 
that remain outstanding by: 

a. Updating the GSA Credential and Identity Management System records for 
contract employees to ensure that they are accurate; 

b. Terminating and recovering all PIV cards no longer needed by former contract 
employees; and 

c. Reporting unauthorized cardholders for any PIV cards that cannot be recovered 
to the U.S. Department of Homeland Security for unauthorized possession of a 
United States identification card, in compliance with 18 U.S.C., Section 701. 
 

2. Ensure collaboration between Heads of Services and Staff Offices to require 
enforcement of current policy and implement new policy to account for all PIV cards 
issued to contract employees by: 

a. Establishing PIV card recovery procedures that include specific steps to take for 
lost, stolen, and non-returned PIV cards, including withholding final payment if 
PIV cards are not returned, as outlined in Federal Acquisition Regulation 
52.204-9, Personal Identity Verification of Contractor Personnel; 

b. Implementing procedures, using the GSA Credential and Identity Management 
System, that track and monitor GSA’s recovery of PIV cards and include 
communicating the results to the requesting officials and regional leadership; 

c. Requiring training on PIV card issuance and recovery for personnel with 
responsibilities in the PIV card process; 

d. Coordinating with the U.S. Department of Homeland Security to establish 
emergency procedures (including when unfit determinations are made) for 
recovery of contract employee PIV cards, in accordance with Federal Information 
Processing Standards Publication 201-2, Personal Identity Verification (PIV) of 
Federal Employees and Contractors; and 

e. Implementing the oversight of requesting officials and Office of Mission 
Assurance personnel to ensure GSA maintains accurate contract employee data 
in the GSA Credential and Identity Management System and retrieves PIV cards. 

 
GSA agreed with our report recommendations.  
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Results 
 
Our implementation review determined that GSA has taken appropriate corrective actions to 
address the recommendations. We determined that no further action is necessary. 
 
Audit Team 
 
This review was managed out of the Heartland Region Audit Office and conducted by the 
individuals listed below: 
 

Michelle Westrup Regional Inspector General for Auditing 
Daniel Riggs Audit Manager 
Katina Luke Auditor-In-Charge 
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Appendix B – Report Distribution 
 
Acting GSA Administrator (A) 
 
GSA Deputy Administrator (AD) 
 
PBS Commissioner (P) 
 
PBS Deputy Commissioner (P1) 
 
PBS Deputy Commissioner of Enterprise Strategy (P2) 
 
Acting PBS Chief of Staff (PB) 
 
Acting PBS Deputy Chief of Staff (PB) 
 
FAS Commissioner (Q) 
 
FAS Deputy Commissioner (Q1) 
 
FAS Deputy Commissioner (Q2) 
 
FAS Chief of Staff (Q) 
 
Associate Administrator for Mission Assurance (D) 
 
Deputy Associate Administrator for Mission Assurance (D1) 
 
Chief of Staff for Mission Assurance (D2) 
 
Chief Financial Officer (B) 
 
Office of Audit Management and Accountability (BA) 
 
Assistant Inspector General for Auditing (JA) 
 
Deputy Assistant Inspector General for Acquisition Audits (JA) 
 
Deputy Assistant Inspector General for Real Property Audits (JA) 
 
Director (JAO) 


